ISD 484 Bring Your Own Device (BYOD) Policy

We are proud to be able to provide each student at Healy High School a Chromebook
computer to use for their education. However, if students have their own wireless
internet-enable device that they prefer bring to school and use for their educational
purposes, they are allowed to do so with parental permission. Those choosing the BYOD
option are required to abide by the same Acceptable Use Policy, Website and Social
Media Guidelines, Student Handbook Policy, in addition to the BYOD Policy outlined in
this agreement.

Requirements:
e Pads are not permitted
e Device must be a laptop-type device with screen and keyboard (Macbook, PC laptop,
Chromebook are all acceptable).
e If using a PC, student is required to have updated anti-virus software installed and
updated for the entire school year.
e Device must be able to run on a wireless network and use Chrome web browser

An Internet gateway will be provided by the school via wireless connectivity. Only this
connection may be accessed while on campus. Personal Internet connective devices such as
but not limited to: cell phones/cell network adapters (tethering) are not permitted to be used to
access outside Internet sources at any time.

Security and Damages Responsibility

» Keeping the Device safe, secure and free from damage rests with its individual owner.

+ ISD 484 is not liable for any Device stolen or damaged while on campus or elsewhere.

« If a Device is stolen or damaged, the matter will be handled through the administrative office in
the same manner as any other stolen or damaged personal belonging.

* It is strongly recommended that skins (decals), engravings, or other custom markings be used
to physically identify your Device from others.

* Protective cases for Devices are strongly encouraged.

NOTE: Because it is a personal device, ISD 484 will not be able to provide any tech
support or updates for that device.

BYOD Student Agreement

Participation in the BYOD program is not a right but a privilege. All students participating in the
BYOD program must adhere to applicable rules and regulations including but not limited to
those described herein as well as in the ISD 484 Student Handbook, Student Code of Conduct,
and the Acceptable Usage Policy.



The Devices Must Be Used:

* In silent mode on campus, school buses, and school vehicles.
* Only for classroom curriculum purposes.

* Only with teacher permission in the classroom.

The Devices Must Not Be Used:

* In any way that violates, or attempts to violate, the Student Code of Conduct.

* To capture and/or transmit test information or any other information in a manner constituting
fraud, theft, cheating or academic dishonesty.

* To receive test information or any other information in a manner constituting fraud, theft,
cheating or academic dishonesty.

* To capture, record or transmit the words and/or images of any staff member or student without
prior notice and express consent to do so.

» To access any Internet source other than the Internet gateway provided by ISD 484.

Student Network and Internet Acceptable Use Policy

For any violation of the Student Network and Internet Acceptable Use policy, one or more of the
following penalties will be assessed at the discretion of the school administration:

» Suspension or revocation of participation in the BYOD program, computing and/or other
similar privileges.

* Disciplinary action assigned by school administration.

* Restitution to ISD 484 for resources consumed.

* Legal action including but not limited to an action to recover damages.

* Referral to law enforcement agencies for investigation.

Acknowledgement

Students shall not:

* Bypass, or attempt to bypass, the network filters that are applied to the Internet gateway
connection.

* Bring on school grounds, any Virus, Trojan, or program designed to damage, alter, destroy, or
provide access to unauthorized data or information or engage in any other activity to infect, or
attempting to infect, the District’s network.

* Process or access information on school grounds related to hacking, altering or bypassing
network security policies. School representatives may collect and examine any Device that is
suspected of causing problems or was the source of an attack or virus infection.

* Be able to print from Devices at school. Please be sure to print any necessary information at
home.

» Have access to power sources at school. Please be sure to charge Devices at home

+ Share login information with anyone. Any breach of login information shall be reported to
school administration immediately.



Access to the District’s wireless network, including the Internet, shall be made available
to students and employees primarily for instructional and administrative purposes.
Access to the District’s network is a privilege, not a right. All users shall be required to
comply with District Internet Use regulations and guidelines as outlined in the Student
Handbook. Parents who wish their student to be denied access to the Internet must
contact the school office. A full copy of the Pierz ISD 484 Acceptable Use Policy is
available on our school website in the Student Handbook or by contacting the school
office. Noncompliance with applicable regulations may result in disciplinary action
consistent with District policies.

When in school and accessing the Internet, students are encouraged to use the provided wireless
network. Although some students may have 3G or 4G data coverage, the schools network is filtered
and safe for children. The Children’s Internet Protection Act requires all network access to
be filtered, regardless of the tool you use to access it while in a public school.

The BYOD agreement and guidelines will apply to the following device(s):

Device Serial #
Device Serial #
Device Serial #
Date:

l, acknowledge that | have read and understand the
(print full name)

Pierz School District Acceptable Use Policy documents as well as the ISD 484 BYOD Policy. |

agree to abide by all the applicable rules and regulations. | understand that the District reserves

the right to access, review, monitor, audit, log and/or intercept computer/technology use at all

times and without prior or subsequent notice. | pledge that | will use my device responsibly.

Signatures--
Student:

Parent:



http://www.pierz.k12.mn.us/highschool/studenthandbook/pdf/StudentHandbook13-14-for%20printing.pdf
http://www.pierz.k12.mn.us/highschool/studenthandbook/pdf/StudentHandbook13-14-for%20printing.pdf
http://www.fcc.gov/guides/childrens-internet-protection-act

